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1
Decision/action requested

Authentication and authorization of NPN subscribers by a 5G external entity need to be addressed in NPN deployment scenarios, where the NPN operator has already an established mechanism.
2
Rationale

5G subscriber data and authentication credentials are processed in UDM/ARPF and the data is hold by the UDR. In deployments of standalone NPNs the NPN operator may have its own subscriber data management outside of the 5G environment. For example, a AAA server may already exist and has served for authenticating of the users before shifting the communication paradigm and using 5G system for communication. Thus, it is important to consider in a standalone NPN environment how to protect the 5G system to an external entity that handles authentication, authorization or accounting.
3
Detailed proposal

5.5.X
Key Issue #5.X: Authentication and authorization of NPN subscribers by a 5G external entity
5.5.X.1
Key issue details

5G subscriber data and authentication credentials are processed in UDM/ARPF and the data is hold by the UDR. In deployments of standalone NPNs the NPN operator may have its own subscriber data management outside of the 5G environment. For example, a AAA server may already exist and has served for authenticating of the users before shifting the communication paradigm and using 5G system for communication. Thus, it is important to consider in a standalone NPN environment how to protect the 5G system to an external entity that handles authentication, authorization or accounting.
5.5.X.2
Security threats

If the interface between the 5G system and an external third party used for authentication, authorization or accounting is not secured, subscriber data may be compromised.
5.5.X.3
Potential security requirements
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